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Chuong |
QUY DPINH CHUNG

Piéu 1. Pham vi diéu chinh va ddi twong ap dung
1. Pham vi diéu chinh

Quy ché nay quy dinh cac chinh sach quan ly va cac bién phap nham bao
dam an toan thong tin cho H¢ thong mang néi b cua Trung tdm Y t€ huyén Dak
T6 bao gom:

- Pham vi quan 1y vé vat 1y va logic cta to chiic.
- Cac ung dung, dich vu hé théng cung cép.

- Ngudn nhan luc bao dam an toan thong tin.

2. Béi tuong ap dung

a) Cac khoa, phong, tram y té; vién chirc, ngudi lao dong (goi tat 1a vién
chtrc) thugc Trung tam té huyén Dak To6.

b) Co quan, to chirc, ca nhan c6 két ndi, str dung Hé théng mang nodi bo
cua Trung tam Y t€ huyén Dak To.

¢) Co quan, t6 chirc, c4 nhan cung cip dich vu quan 1y, van hanh, duy tri,
phat trién va bao ddm an toan thong tin mang phuc vu hoat dong cua H¢ thong
mang ndi bd cia Trung tdim Y t€ huyén Dak To.

Piéu 2. Giai thich tir ngir

Trong Quy ché nay, cac tir ngit dudi day dugc hiéu nhu sau:

1. An toan théng tin mang: 13 su bao vé thong tin, hé thong thong tin trén
mang tranh bi truy nhap, st dung, tiét 10, gidn doan, stra d6i hodc pha hoai trai
phép nham bdo dam tinh nguyén ven, tinh bao mat va tinh kha dung cua thong
tin.

2. Mang: 1a moi trudng trong d6 thong tin duoc cung cap, truyén dua, thu
thap, xur 1y, luu trir va trao do1 thong qua mang vién thong va mang may tinh.




3. Hé thong théng tin: 1a tip hop phan cung, phan mém va co so dit liéu
duogc thiét lap phuc vu muyc dich tao lap, cung cap, truyén dua, thu thap, xir 1y,
lwru trix va trao d6i thong tin trén mang.

_ 4. Chu quan hé thlo”’ng thong tin: la co quan, té chirc, ca nhan c6 tham
quyén quan 1y truc tiép doi voil hé thong thong tin.
5. Hé thong mang ngi bg (LAN - Local Area Network): 1a h¢ thong mang
nodi b dugc thiét ké dé két né1 cac may tinh trong mdt pham vi nho.
6. Nouwoi ding (User): 1a ngudi sit dung ha tang hé théng Cong nghé
thong tin.

1. Mang khong day (Wi-Fi): la cong nghé truyén dit liéu giita cac thiét b
qua s6ng vo tuyén ma khéng can day dan.

8. Ky tw dac biét: 1a cac ky tu !"# $%& '() *+, -/ . ;<=>?@ [\ " {|}~.

9. IP (Internet Protocol): Pia chi duy nhét dung dé xac dinh va dinh danh
thiét bi trén mang, cho phép chung gtri va nhan dir liéu.

10. Vung riéng biét (subnets): 1a phan doan ciia mot mang 16n, cho phép
chia nho dia chi IP thanh cac nhém nhoé hon dé quan ly, t6 chirc va cai thién hiéu
suat mang.

11. Giao thire TCP/IP: Bo quy tic cho phép truyén dit lidu qua Internet,
bao gom TCP (ddm bao dir liéu khong mat) va IP (x4c dinh dia chi thiét bi).

Picu 3. Muc tiéu, nguyén tic bio dam an toan thong tin

1. Muyc ti€éu bao dam an toan thong tin

Bao vé thong tin, hé thong théng tin trén mang tranh bi truy nhap, st
dung, ti€t 19, gian doan, stra d61 hodc pha hoai trai phép nham bao dam tinh
nguyén ven, tinh bao mat va tinh kha dung cua thong tin Hé thong mang ndi1 bo
cta Trung tam Y t€ huyén Dak Tbo.

2. Nguyén tic

a) Co quan, to chtic thudc déi, tugng ap dung Quy ché nay co trach nhiém
bdo dam an toan thong tin va hé thong thong tin trong pham vi xtr ly cong viéc
cia minh theo quy dinh cua phap luat, huong dan cua co quan, don vi ¢6 tham
quyén va cac quy dinh tai Quy ché nay.

b) Bao dam an toan thong tin (ATTT) 1a yéu cau bat budc, phai duoc thuc
hién thuong xuyén, lién tuc trong qua trinh:

- Thu thép, tao lap, xu 1y, truyén tai, luu trit va st dung thong tin, dir li¢u.

- Thiét ké, thiét 1ap va van hanh, nang cap, hiiy bé hé thdng thong tin.

c) Viéc bdo dam an toan H¢ théng mang ndi bd cia Trung tam Y té huyén
bak T6 dugc thuc hién mot cach tong thé, dong bd, tap trung trong vi¢c dau tu



cac giai phap bao vé, c6 su dung chung, chia sé tai nguyén dé t6i wu hiéu ning,
tranh dau tu thira, trung 1ap.

Piéu 4. Nhirng hanh vi nghiém cim

Céc hanh vi bj nghiém cdm quy dinh tai Diéu 7 Luat An toan thong tin
mang va Piéu 8 Luat An ninh mang:

1. Ngan chin viéc truyén tai thong tin trén mang, can thiép, truy nhap, giy
nguy hai, xo0a, thay doi, sao chép va lam sai 1éch thong tin trén mang trai phap
luat.

2. Gay anh hudng, can tr¢ trai phap lut to1 hoat dong binh thuong cua hé
thong thong tin hodc td1 kha nang truy nhap hé¢ thong thong tin cia nguoi st
dung.

3. Tan cong, vo hiéu hoa trai phap luat 1am mat tac dung cua bién phap
bao v¢ an toan thong tin mang cua hé thong thong tin; tin coéng, chiém quyén
diéu khién, pha hoai hé thong thong tin.

4. Phét tan thu rac, phan mém doc hai, thiét 1ap hé thong thong tin gia
mao, ltra do.

5. Thu thép, su dung, phat tan, kinh doanh trai phap luat thong tin ca nhan
ctia nguoi khéc; loi dung so hd, diém yéu cua hé thong thong tin dé thu thap,
khai thac thong tin ca nhan.

6. Xam nhap trai phap luat bi mat mat ma va thong tin da ma hoa hop
phap cua co quan, t chtrc, ca nhan; tiét 16 thong tin vé san pham mat ma dan su,
thong tin vé khach hang st dung hop phap san pham mat ma dan sy; su dung,
kinh doanh cac san phdm mat ma dan sy khong rd ngudn géc.

7. Hanh vi quy dinh tai khoan 1 Diéu 18 cua Luat An ninh mang s6
24/2018/QH14.

8. To chuc, hoat dong, cau két, xui giuc, mua chudc, Itra gat, 161 kéo, dao
tao, huan luyén nguoi chong Nha nude Cong hoa xa hdi chi nghia Viét Nam.

9. Xuyén tac lich s, phti nhan thanh tyu cach mang, phd hoai khéi dai
doan két toan dan tdc, xiic pham tén gido, phan bi¢t doi xuir vé gidi, phan bict
chung toc.

10. Thong tin sai sy that gdy hoang mang trong Nhan dan, giy thiét hai
cho hoat dong kinh té - xa hoi, gay kho khin cho hoat dong cia co quan nha
nuéc hodc ngudi thi hanh cong vy, xdm pham quyén va loi ich hop phép cua co
quan, td chtrc, ca nhan khac.

11. Hoat dong mai dam, t¢ nan xa hoi, mua ban nguoi; dang tai thong tin
dam 0, doi truy, td1 ac; phéa hoai thuan phong, my tuc cua dan tdc, dao duc xa
hoi, strc khoe cua cong dong.

12. Xui giuc, 161 kéo, kich dong nguoi1 khac pham toi.



13. Thyc hién tan cong mang, khing bd mang, gian di¢p mang, toi pham
mang; gy su cd, tin cong, xam nhap, chiém quyén diéu khién, lam sai I¢ch,
gian doan, ngung tr¢, t¢ liét hoac pha hoai h¢ théng thong tin quan trong vé an
ninh qudc gia.

14. San xut, dua vao str dung cong cu, phuong tién, phan mém hoic co
hanh vi can trd, gy rdi loan hoat dong ctia mang vién thong, mang Internet,
mang may tinh, hé thdng thong tin, hé thdng xur 1y va diéu khién théng tin,
phuong tién dién tu; phat tan chuong trinh tin hoc gy hai cho hoat dong cua
mang vién thong, mang Internet, mang may tinh, hé thong thong tin, hé thong xir
ly va diéu khién thong tin, phuong tién dién tr; xam nhép trai phép vao mang
vién thong, mang may tinh, hé thong thong tin, hé théng xt Iy va diéu khién
thong tin, co s& dit liéu, phuong tién di¢n tir ctia nguoi khac.

’ 15. Chéng lai hodc can tro hoat d(f)ng’ cua lyc lugng bao v¢ an ninh mang;
tan cong, vo hi€u hoa trai phap ludt lam mat tac dung bién phap bao v€ an ninh
mang.

16. Loi dung hodc lam dung hoat dong bao v€ an ninh mang dé xam pham
chu quyén, loi ich, an ninh qudc gia, trat ty, an toan xa hoi, quyen va loi ich hop
phap cua co quan, t6 chure, cd nhan hoac dé truc loi.

17. Hanh vi khac vi pham quy dinh cua Luit An ninh mang s
24/2018/QH14.

Piéu 5. Phdi hop véi nhitng co quan/td chirc c6 thAm quyén

L Pau mdi lién he, phdi hop véi cac co quan, to chirc co tham quyén quan
1y v€ an toan thong tin:

Trung tam Y té huyén bak T6 glao phong Ké hoach - Nghiép vu - Dleu
dudng - Kiém soat nhiém khuan la dau mdi lién he, phdi hop cac co quan, t6
chtrc ¢6 thim quyén quan ly vé an toan thong tin phuc vu viéc bao dam an toan,
an ninh mang cho H¢ thong mang ndi bg cua Trung tdm Y t€ huyén Dak To.

2. Dé}u moi lién h¢, phdi hop véi cac co quan, to chirc trong coéng tac hd
trg diéu phoi xr Iy su ¢6 an toan thong tin:

a) Pon vi van hanh hé théng thong tin

- :Fén dO’I} vi van hanh: Phong Ké hoach - Nghiép vu - Diéu dudng - Kiém
soat nhiem khuan.

- Quy dinh chtc nang, nhiém vy va quyén han: Quyét (jinh s6 353/QD-
YTDT ngay 14/9/2022 cua Trung tam Y t€ huyén Dak T6 v€ quy dinh chirc
nang, nhiém vu céac khoa, phong va tram y t€ thudc Trung tam Y té huyén Dak
TO.

- Nguoi dai dién: Ba Lé Thi Xuan, Chirc vu: Phé Trudng phong

- Pia chi: Khi 9, thi Trdn Pak T, huyén Dak T, tinh Kon Tum.

- Thong tin lién hé:



+ S6 dién thoai: 0963.566.058
+ Thu dién tu: bsxuan804@gmail.com.

b) Cuc An toan thong tin/Trung tdm Ung ctru khan cap khong gian mang
Viét Nam (VNCERT/CC)

Nguoi lién hé/bd phan: Phong Ung ctru sy ¢b
- S6 dién thoai: 0869 100 317
- Email: ir@vncert.vn

- Béo céo su cb qua nén tang diéu phdi, xir Iy su ¢b an toan thong tin
mang quoc gia: https://irlab.vn

- Bao c4o su cd qua website cia VNCERT/CC: https://vncert.vn

Piéu 6. Bao dam ngudn nhan lyuc

1. Tuyén dyng

Can bo duoc tuyén dung vao vi tri lam vé an toan thong tin co trinh do,
chuyén nganh vé linh vuc cong nghé thong tin, an toan thong tin, phu hop véi vi
tri tuyén dung.

2. Trong qua trinh lam vi¢c

a) Trach nhiém bao dam an toan thong tin cho nguoi s dung, can by quan
1y va van hanh h¢ thong:

- V61 nguoi su dung:

+ Nguoi sir dung c6 trach nhiém dam bao ATTT ddi voi timg vi tri cong
viéc.

+ Phai duoc thudng xuyén to chitc quan triét cac quy dinh vé ATTT,
nhdm nang cao nhn thtrc vé trach nhiém dam bao ATTT.

+ Phai c6 trach nhiém tu quan 1y, bdo quan thiét bi ma minh dugc giao su
dung; khong tu y thay doi, thao lap thiét bi.

- Vi can bd quan 1y va van hanh hé thong

+ Can bd quan ly va van hanh hé thong phai thiét 1ap phuong phap han
ché truy cap mang khong diy, giam sat va diéu khién truy cap khong day, t6
chuc sir dung chimg thuc va ma hoa dé bao vé truy cap khong day téi hé thong
thong tin.

+ Céan bd quan 1y va van hanh hé théng phai to chirc quan 1y dinh danh
doi1 véi tat ca nguoi dung tham gia st dung h¢ thong thong tin.

b) Pinh ky hang ndm to chic hodc tham gia phd bién, tuyén truyén nang
cao nhan thirc v€ an toan thong tin cho nguoi st dung do don vi chdc nang to
chuec.

3. Cham dut thay doi cong viéc
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a) Can bo chidm dat hodc thay d6i cong viéc phai thu hoi thé truy cép,
thong tin dugc Iuu trén cac phuong tién luu trir, cac trang thi€t bi may moc,
phan cting, phan mém va cdc tai san khac (n€u cd) thude s¢ hitu cua t6 chec.

b) B phan chuyén trach thuc hién vo hiéu héa tit ca cac quyén ra, vao,
truy cap tai nguyén, quan tri h¢ thong sau khi can b thoi viéc.

Chuong 11
BAO DAM AN TOAN THONG TIN
TRONG QUAN LY THIET KE, XAY DUNG HE THONG

Piéu 7. Thiét ké an toan hé thong thong tin

1. B phan chuyén trach xay dyng tai liéu mo ta quy mo, pham vi va dbi
tuong st dung, khai t,hélC, quan ly VE:ll’l hanh hé thong thong tin va thuyét minh
trong HO so dé xuat cap dg cua h¢ thong.

a) Muc dich va chtic ning ctia hé thdng: Hé théng phuc vu cong tac kham
chita bénh; quan ly van ban di€u hanh tai Trung tdm Y t€ huyén Dak To, ho trg
luu trit va xtr ly thong tin bénh nhan, ho so' y te.

b) Péi tuong sir dung: 13 cac khoa, phong, tram y té, vién chirc, nguoi lao
dong truc thudc Trung tam Y t€ huyén Pak To.

¢) Pham vi 4p dung: tai Trung tdm Y té huyén Pak T6.

d) Yéu t6 an toan thong tin: bao mat thong tin nguoi ding va cac bién
phéap bao vé khac.

2. Bo phan chuyén trach xay dung tai liéu mo ta thiét ké va cac thanh
phan cua h¢ thong thong tin thuyét minh trong HO6 so dé xuat cap do cua hé
thong.

a) Kién tric hé thong: Hé thong bao gébm dich vu phin mém thué tir
VNPT, may chu luu trit dir li€u, thi€t bi mang (Router, Switch) va thiét b1 dau
cudi (may tinh, may tinh bang) két n61 qua mang ndi b (LAN) va Internet.

_ b) Giao thire truyen thong: sir dung céc giao thirc TCP/IP va HTTPS dé
truyen tai dir 1iéu.

C) Yéu‘céu an toan thong tin: Cac yéu cau k¥ thuat bao vé dit liéu, nhu
tuong lra, phan mém chong virus va ma hoa.

d) Thanh phan bao mat: phan mém diét virus BKAV, tuong lira (firewall)
Cisco.

e) Thuyét minh trong Ho so dé xuét cap do: Tat ca tai licu mo ta thiét ké
va thanh phan dugc thuyét minh rd rang trong H6 so dé xuat cap do.

Pi¢u 8. Thir nghiém va nghiém thu hé thong

1. Thuc hién van hanh thtr va nghiém thu hé théng truéc khi ban giao va
dua vao st dung.



2. C6 noi dung, ké hoach thuc hién van hanh thir/kiém thir theo quy dinh.

3. Cobhod phar) c6 trach nhiém thuc hién tham gia van hanh thu/kiém the
va nghiém thu h¢ thong.

4. C6 bao cao nghi¢m thu dugc xac nhan cua bo phan chuyén trach va phé
duyét cua chu quan hé thong thong tin trude khi dua vao st dung.

. . Chuong I11
BAO DPAM AN TOAN THONG TIN TRONG
QUAN LY VAN HANH HE THONG

Pi¢u 9. Quan Iy an toan mang
1. Quan ly, van hanh hoat dong binh thudng cua hé théng:

a) Bao dam cho hé diéu hanh, phan mém cai dat trén may cha hoat dong
lién tuc, on dinh va an toan.

~ b) Thuong xuyén kiém tra cau hinh, céc tép tin nhat ky hoat dong cta hé
diéu hanh, phan mém nham kip thoi phat hién va xu ly nhitng su co néu co.

¢) Quan 1y céac thay d6i cau hinh k¥ thuat cia hé diéu hanh, phan mém.

d) Thuong xuyén cap nhat cac ban va 16i hé diéu hanh, phan mém tir nha
cung cap.

d) Loai bo cc thanh phan cua hé dieu hanh, phan mem khong can thiét
hoac khdng con nhu cau str dung.

e) Céc ban quyen phan mém can duoc thong k&, quan Iy thoi gian phuc vu
cho viéc gia han va duy tri viéc gia han ban quyén, dich vu ban quyén hang nam.

g) Trién khai hé théng phat hién phong chdng xam nhap giira cac ving
mang quan trong.

h) Str dung thém céac phuong phap xéac thuc da nhan t6 ddi véi céc thiét bi
mang quan trong.

i) Duytri 02 két ndi mang Internet tir cac nha cung cép dich vu sir dung ha
tang ket noi trong nude khac nhau.

2. Bao vé hé thong mang noi bo (LAN):

a) Tuong lira (Firewall): sir dung tuong lira phan cang Cisco.

b) Phan chia mang: chia thanh cac vung riéng biét (subnets) theo chuc
nang.

3. Mang khong day (Wi-Fi):

a) Thiét lap cac thong s6 an toan va dinh ky it nhat 3 thang thay d6i mat
khau truy cap nham ting cudng cong tac bao mat.

b) Str dung giao thuc bao mat WPA3 hoic WPA2. Kich hoat tinh ning an
SSID.



Pi¢u 10. Quan Iy an toan éng dung

1. Hé théng camera giam sat:

- Giam sat cac khoa ndi tru tai Trung tam 24/24.
- Bao vé ¢6 thé theo dbi trén dién thoai di dong.
- Pugc ghi hinh va luu lién tuc.

- Hé théng camera giam sat phai dugc dinh ky bao tri, tdi thiéu mot 1an
trong 3 thang.

2. Truy cap ung dung:

a) Thay do6i cac tai khoan, mat khau mic dinh ngay khi dua hé diéu hanh,
phan mém vao sir dung.

b) Toan by may chu va thiét bi cong ngh¢ thong tin khong phai may tinh
ngoai trir cac hé thong bat budc phai co giao tiép v6i Internet (cac hé théng phuc
vu truy cap Internet; cung cap giao dién ra Internet ctia trang tin dién tir; phuc vu
cap nhat ban va hé¢ diéu hanh, mau ma doc, mau diém yéu, mau tin cong) khong
dugc két ndi Internet.

¢) Str dung co ché xéc thuc da nhan t6 khi truy cap vao cac may chu trong
hé thong, cac tai khoan quan trj cua tng dung; c6 co ché yéu cau ngudi sir dung
thay d6i thong tin xac thuc dinh ky.

d) Kiém tra tinh toan ven ctia cac tép tin hé thong va tinh toan ven cia cac
quyén da duogc cap trén cac tai khoan hé thong.

e) St dung co ché mi hoa thong tin xac thuc ctia ngudi sir dung/bén sir
dung trudce khi gui dén trng dung qua moi1 truong mang.

f) Xac thuc thong tin, ngudn guri khi trao ddi thong tin trong qué trinh
quan tri ing dung (khong phai la thong tin, dir liéu cong khai) qua moi1 truong
mang.

3. Quan Iy mat khau:

a) BO phan Cong ngh¢ thong tin ¢6 trach nhiém tiép nhan mat khau quan
tri hé thong sau khi hé thong dugc trién khai 1an dau va ban giao cho mot can bo
van hanh hé thong c6 bién ban kém theo.

b) Can bd quan tri hé théng phai dbi mat khau sau khi tiép nhéan trong
vong 01 ngay va bao cdo B phan Cong ngh¢ thong tin luu vao noi an toan (cho
vao phong bi, d€ vao ta c6 khoa).

¢) Mat khau tai khoan ngudi ding phai duge giir bi mat va chi ban giao
cho dung nguoi dang ky tai khoan do.

d) Mat khau phai dam bao d6 phuc tap vé do dai, noi dung va thoi gian st
dung:

- Po dai cua mat khau:



+ Pbi véi mat khau cua nguoi dung (st dung ding nhap hé tljéng, thu
dién tir, ing dung nghiép vu, Internet, may tinh ca nhan): B0 dai toi thiéu la 8 ky
tu.

~+ Doi véi mat khau quan tri hg thong (st dung cho viéc quan tri cac hé
thong mang, bao mat, may chu, thu dién tu, img dung nghiép vu): Do dai toi
thiéu 12 8 ky tu.

- Noi dung mat khau:

+ Noi dung cua mat khau khong bao gom cac tr dé nhé nhu tén, ngay
sinh, so dién thoai.

+ Noi dung mat khau quan trj h¢ thong phai bao gom, két hop cac loai
sau: chir cai in thuong, chir cai in hoa, ky tu dac biét, so.

- Thoi gian sur dung mat khau:

+ DO voi mat khau ciia nguoi dung: mat khau dinh ky phai duoc dinh ky
thay doi, t61 thiéu mot 1an trong 6 thang.

+ Doi voi mat khau quan tri hé thong: mat khau dinh ky phai duoc dinh
ky thay doi, to1 thiéu mot 1an trong 3 thang va khong lap lai trong 3 1an.

Picu 11. Quan ly an toan dir liéu

1. C6 co ché sao luu dir liéu dy phong, Iuu trir dit lidu tai noi an toan dong
thoi thuong xuyén kiém tra d& dam bao san sang phuc hoi nham ngéan ngua va
han ché khi su c6 an toan thdng tin mang xay ra.

2. binh ky hoic khi c6 thay dbi cau hinh trén hé théng thuc hién quy trinh
sao luu dy phong: tap tin cau hinh hé thdng, ban du phong hé diéu hanh may
chu, co s¢ dir liéu; dir liéu, thong tin nghiép vu va cac théng tin, dir liéu quan
trong khéc trén hé théng theo yéu ciu cia don vi van hanh.

3. Quyen truy cap phai dugc phan ra theo ting cap do tuong ng vai timg
nhiém vu cta nhan vién va phai dugc phé duyét tur cap trén.

Picu 12. Quan Iy an toan nguoi sir dung dau cudi
Chinh sach, quy trinh quan 1y an toan ngudi sir dung dau cudi bao gom:

1. Viéc str dung céc thiét bi luu trit ngoai nhu 6 cung di dong, cac loai the
nhd, thiét b luu trit USB,,.. phai thuong xuyén quét virus trudce khi doc hoac sao
chép dir lidu.

2. Khong str dung cac may tinh thudc sé hitu cd nhan (may xach tay cua
ca nhan, PDA) hodac nhiing thiét bi luu trir di dong c4 nhan vao muc dich kinh
doanh cua cong ty. Han ché tdi da viéc sur dung céc thiét b luu trir ngoai dé sao
chép, di chuyén dit liéu.

3. Céc thiét bi dau cudi khi két nbi phai duoc quan 1y va cap nhat thong
tin (tén, chung loai, dia chi MAC, dia chi IP). Can str dung co ché xac thuc va su
dung giao thirc mang an toan



4. Bo phan chuyén trach vé an toan thong tin phai thuong xuyén theo ddi,
kiém tra cac 16 hong bao mat va quan ly két ndi, truy cap khi st dung thiét bi
dau cudi tur xa.

5. Bo phan chuyén tréch‘vé an toan thong tin thuong xuyén theo doi cai
dat, két no1 va go bo thiét bi dau cuoi trong h¢ thong doi véi cac nhan vién da
nghi vi¢c.

6. BO phéan chuyén trach vé an toan thong tin thudng xuyén theo ddi cau
hinh t6i vu va tang cuong bao mat (cimg hoa) cho may tinh nguoi su dung va
thuc hién quy trinh trudc khi dua hé thong vao str dung.

Piéu 13. Quan Iy rii ro an toan thong tin mang
1. Cai dat, cap nhat, st dung phan mém phong chong ma doc; do quét,
kiém tra phan mém doc hai trén may tinh, may chu va thiét bi di dong.

2. Cai dat, st dung phan mém trén may tinh, thiét bi di dong va viéc truy
cap cac trang thong tin trén mang.

3. Guri nhan tap tin qua moi truong mang va cac phuong tién luu trir di
dong.

4. binh ky hang ndm thyc hi¢n kiem tra va do quét phan mém doc hai trén
to’an bo hé thong; thuc hi‘én ’kiém tra \(a Xu ly phan mém doc hai khi phéj[ hién
dau hiéu hoac canh bao ve dau hiéu phan mém doc hai xuat hién trén hé thong.

Picu 14. Két thiic van hanh, khai thac, thanh 1y, hiy bé
~ Quy dinh, quy trinh vé Két thuc van hanh, khai thac, thanh ly, hily bo bao
gom céac ndi dung sau:

1. Thiét bi CNTT ¢6 chira dit ligu (may tinh, thiét bi luu tri, ...) khi bj
hong pl}éi duoc can bo van hanh kiém tra, stra chira, khac phuc. Ph~£1i co bién
phap kiém tra, giam sat dam bao khong d¢ lot 16 thong tin hay lay nhiém ma doc
doi véi may tinh mang ra bén ngoai sura chira, bao hanh.

2. Truée khi tién hanh thanh 1y/loai bo thiét bj cong nghé thong tin ci,
phai ap dung cac bién phap ky thuét xoa bo hoan toan dir liéu nguoi dung da tao
ra, dam bao khong thé phuc hoi.

3. Céc phuong tién va thiét bi CNTT: May tinh c4 nhan (PC), may tinh
Xach tay, may chu, cac thi¢t bi mang, phuong tién luu trit nhw CD/DVD, the
nhd, 6 cirng phai x6a sach dir li¢u khi chuyén giao hodc thay d61 muc dich st
dung.

) ] . Chuong IV A
TO CHUC BAO PAM AN TOAN THONG TIN

Piéu 15. Trach nhiém ciia Trung tim Y té huyén Pik T
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Thuc hién trach nhiém theo quy dinh tai D‘iéu‘ 22 Nghi dinh 85/2016/ND-
CP ngay 01 thang 7 ndm 2016 cua Chinh phu vé vé bao dam an toan hé thong
thong tin theo cap dg, cu the:

1. Thuong xuyén kiém tra, ra soat viéc quan tri, van hanh hé thong thong
tin caa Trung tdm Y té huyén.

2. Tham gia cac hoat dong, cdng tac bao dam an toan thdng tin khi co yéu
cau cua té chuc cé tham quyen.
3. Cu dau méi phdi hop véi S¢ Thong tin va Truyén théng tham gia cac
hoat dong bao dam an toan thong tin mang trén dia ban tinh.
4. Hang nam, dé xuat nhu cau dao tao, tap huan, bdi dudng kién thuc vé
dam bao an toan thong tin.
_ biéu 16. Trach nhiégm ciia Phong Ké hoach - Nghiép vu - Diéu dudng
- Kiém soat nhiém khuan

L Giao Phong Ké hoach - Nghi¢p vu - Piéu dudng - Kiém soat nhiém
khuan la bo phan chuyén trach v€ an toan thdng tin, co trach nhi¢ém bao dam an
toan thong tin cho hé thong thong tin.

2. Tuan thu cac quy dinh vé trach nhiém cua b phan chuyén trach vé an
toan thong tin dugc giao tai Quy ché nay.

Pi¢u 17. Trach nhiém ciia nguwoi ding

Thuc hién nghiém tac cac quy dinh vé quan Iy, van hanh hé théng tai don
vi theo dung cac quy dinh hi¢n hanh. Chap hanh ding cac quy dinh ve an toan
théng tin tai Bicu 12 Quy ché nay.

) Chuong V
TO CHUC THUC HIEN

Piéu 18. Xay dung va cong bd

1. Chinh séch dwoc Trung tam Y & huyén Dak T6 thong qua trudc khi cong
bo ap dung.

2. Chinh sach dugc céng bé trude khi ap dung.

3. To chuc tuyén truyen, pho bién cho toan bg can b, vién chirc va nguoi
lao dong cua Trung tdm Y té huyén bak T6.

Picu 19. Ra soat, cip nhit, bo sung Quy ché

~ 1. binh ky 03 nam hogc khi ¢6 thay doi Quy ché bao dam an toan thong tin
kiem tra lai tinh phu hop va thuc hién ra soat, cap nhat, bo sung.

2. C6 ho so luu lai thong tin phan hoi cua ddi tuong &p dung chinh séch
trong qua trinh trién khai, &p dung chinh sach an toan théng tin.
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